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ABSTRACT The traditional approach for realizing a secure and fault-tolerant

We describe a novel approach for building a secure and fault toler- SIOr@ge service is to encrypt the data for confidentiality, and store
ant data storage service in collaborative work environments, which the encrypted data using replication-based techniques for fault tol-
uses perfect secret sharing schemes to store data. Perfedt secr&"@NCe- This gp_proach has the t_)eneﬂt of be_lng computatlonally
sharing schemes have found little use in managing generic data be_arjd storage efficient. _In collaborative work environments, mult_lple
cause of the high computation overheads incurred by such schemesC€Nts may be authorized to access the encrypted data. To facilitate
Our proposed approach uses a novel combination of XOR secret®asy shanng of the encrypted data amongst_e_tuthorlzed clients, the
sharing and replication mechanisms, which drastically reduce the CrYPtographic keys used to encrypt the sensitive data must also be
computation overheads and achieve speeds comparable to standar%torecl atthe storage Service. Obviously, these keys must be _stored
encryption schemes. The combination of secret sharing and rep"_at the storage service in a secure and fault tolerant manner without
cation manifests itself as an architectural framework, which has USiNg additional keys. A possible approach given in [8] is to store
the attractive property that its dimension can be varied to exploit the k_ey using perfect secret sha_rlng _schemes 18, 3]. Perﬁagise
tradeoffs amongst different performance metrics. We evaluate the Sharing schemes encode data (in this case, the cryptographic keys)

properties and performance of the proposed framework and show!Nto shares such that only certain valid combinations of shares can
that the combination of perfect secret sharing and replication can be used to reconstruct the encoded data, while invalid combinations

be used to build efficient fault-tolerant and secure distributed data © Shares give no information on the encoded data. By storing these
storage systems. shares at different servers, the encoded da_ta is kept cpnfld@_tlal_a
long as not enough servers are compromised. Confidentiality is
achieved without any additional encryption, thus avoiding the need
] for the storage and management of additional cryptographic keys.
mance evaluation; C.4 [Performance of Systems]: Fault Tolerance, perfect secret sharing schemes have the additional property that the
Reliability, availability, and serviceability shares can be changed, or “renewed”, distributively such that the
General Terms: Security, Algorithms, Design, Performance encoded data still remains the same. This process of share renewal,
when performed often, can provide strong data confidentiality. The
security of such a scheme relies on the inability of an adversary to
compromise a sufficient number of servers in the time between two
consecutive share renewals.

The above approach has the drawback that the security of the
1. INTRODUCTION encrypted data relies solely on maintaining the secrecy of the cryp-

The storage of sensitive information has been studied extensivelyfographic keys. An adversary can find the key through vulnerabil-
in various contexts ranging from cryptographic keys [18, 3] to genericlies elsewhere in the system, such as in the applications used by
data [8]. This paper considers the problem of storing sensitive in- the clients. The release of a cryptographic key to an adversary will
formation at a storage service realized using a distributed set of 9ive away the confidentiality afll the sensitive data encrypted us-
storage servers. The sensitive data must be stored at these servef89 that key. Our proposed approach to overcome this drawback is
such that data confidentiality, integrity, and availability require- [0 Store the sensitive information itself using perfect secret sharing.
ments are met even when some storage servers are compromised.TUS, the security gained by using perfect secret sharing schemes to
store cryptographic keys has been transferred to the sensitive data
*This research was supported by the National Science Foundationdiréctly. Moreover, disclosure of some of the sensitive data to an
under Grant CCR-0208655. adversary will still not affect the confidentiality of the rest of the

sensitive data stored at the storage service.
Unlike private-key encryption schemes, however, most perfect

Categories and Subject DescriptorsH.3.4 [Information Storage
and Retrieval]: Systems and Softwardistributed systems, perfor-
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not made or distributed for profit or commercial advantage aatidhpies sharing schemes to detect incorrect shares that may be returned by
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these problems by 1) using XOR secret sharing for fast computa- rectly during writes. Verifiable secret sharing schemes also allow
tions, and 2) using replication-based schemes to detect incorrectshare renewal. Such schemes are however computationally expen-
shares that may be returned by faulty or malicious servers. This sive. Section 4 describes in detail how we avoid using verifiable
combination of secret sharing and replication manifests itself as an secret sharing schemes, thereby drastically reducing the computa-
architectural framework, where servers are arranged in the form o tion overheads. Another approach to detect corrupted shares during
arectangle or a grid. The proposed architectural framework, which reads is to store the hash of the shares in a hash vector at all the
we call GridSharing, has the useful property that its dimensions servers. To our knowledge, no algorithm has been developed for
can be varied to trade off several performance metrics. updating the hash vector distributively after share renewal.

In collaborative environments, it can be expected that there will ~ Several works have combined replication-based mechanisms and
be changes in the list of clients authorized to read or update the perfect secret sharing [8, 16, 14]. [8] presents a scheme where
sensitive data. When using the traditional approach, changes indata is encrypted using a key, and both are stored at the storage
the access list will require re-encrypting the stored data with a new servers. The data is stored in replicated form in a quorum, while
cryptographic key, which may be cumbersome. For fine grained the key is stored using secret sharing. [16] uses quorum systems
access list management, each file or document stored at the datand secret sharing to build an authorization service. Quorum prop-
storage service would require a unique key. The number of keys erties are used to ensure that sufficient servers agree to authorize
could then become large and unmanageable. If the sensitive data i\ request, but the shares are not replicated at the servers. The pa-
itself stored using secret sharing techniques, such expensive operaper addresses malicious users, and does not consider compromised
tions during changes in the access list are avoided. servers. The shares are never directly read and written. Thus, [8,

Our contributions are as follows: We describe a novel approach 16] consider using perfect secret sharing for some special tyipes o
for building a secure and fault tolerant data storage service that usesdata and not for generic data. Performance during reads and writes
a combination of perfect secret sharing techniques and replicationis not addressed. [14] uses perfect secret sharing for geragdc d
to provide data confidentiality, integrity, and availability. Perfect while [22] uses perfect secret sharing for archival data. Bottethes
secret sharing schemes have found little use in managing sensiworks do not address the problem of high computation overheads.
tive data because of the high computation overheads such schemes In [6], a technique called fragmentation-redundancy-scattering is
incur especially when supplemented with mechanisms to achieve used. The security of this technique relies mainly on securely main-
Byzantine fault tolerance. Our proposed approach uses a noveltaining the encryption key and the fragmentation key. We instead
combination of XOR secret sharing and replication mechanisms, store data directly using perfect secret sharing schemes.
which drastically reduce the computation overheads and achieve In CODEX [15], secrets are encrypted using the public key of the
speeds comparable to standard encryption schemes. The combinadata storage service. The private key is maintained at the data stor-
tion of secret sharing and replication manifests itself as an architec- age servers using secret sharing. Due to the use of expensive cryp
tural framework, whose dimension can be varied to exploit trade- tographic operations, the computation latencies of this approach
offs amongst different performance metrics. We evaluate the prop- are expected to be higher than our approach. Also, the secrecy of
erties and performance of the proposed framework to show that theall stored data rests upon maintaining the secrecy of only one key,
combination of perfect secret sharing and replication can be usedwhich is the service’s private key. The scheme is thus not as secure
to build efficient fault-tolerant and secure distributed data storage as storing the data directly using perfect secret sharing.

systems for collaborative work environments. In [23], secret sharing is used to build survivable information
storage systems. Tradeoffs possible when uging-n threshold
2. RELATED WORK schemes are outlined. The description is in terms of how the choice

of p, m, andn affect performance. This paper not only explores
the trade off space in detail, but also addresses the performance
overheads involved in such schemes. However, we consider only
perfect secret sharing schemes (which are a special casewofi
schemes), since distributed share renewal algorithms (e.g. [#) hav
been developed only for these schemes.

Several works [4, 13, 20, 2, 11, 23, 6] have emerged recently that
consider the problem of providing secure distributed data storage
services. The confidentiality of the stored data is provided either
by encrypting the data with a key and storing the key also at the
store using secret sharing [18, 3], or secret sharing the data itself,
or a combination of both.

Most works use imperfect secret sharing schemes, such as era-
sure codes (e.qg. Rabig’s IDA[17] algorithmg)], where the knowledge 3. BACKGROUND
of fewer than the threshold number of shares can reveal some infor- .
mation on the encoded data. Such coding algorithms are thus not3-1 Secret Sha“ng Schemes
information-theoretic secure, but allow savings in storage space. Secret sharing schemes are techniques whseerét is encoded
Given enough time, an adversary may compromise enough serversnto several fragments, calleshares, such that certain combina-
to learn the encoded data. Thus, to provide long-term confidential- tions of shares can together reveal the encoded secreperin
ity, the secret sharing scheme should allow share renewal, wherefect secret sharing schemes, invalid combinations of shares give
the shares are changed distributively but the encoded secret is kepto information on the encoded secret. Thus, perfect secret sharing
the same. To our knowledge, no share renewal scheme for im-schemes are information-theoretic secure. Perfect secret sharing
perfect secret sharing has been developed to date. We instead usschemes also allow share renewal, which is the process of distribu-
perfect secret sharing schemes, which allow share renewal. Pertively changing the shares such that the encoded secret is the same.
fect secret sharing schemes are also information-theoretic secureFrequent share renewal can provide strong data confidentiality.
meaning the leakage of an insufficient number of shares to an ad- In perfectthreshold secret sharing schemes, a secret is encoded
versary does not reveal any information on the encoded data. into ¢ shares such that arly out of theq shares can be used to

When data is stored using secret sharing, it must be possible forrecover the encoded secret, while gky— 1) shares give no in-

a client to identify corrupted shares during reads. Verifiable secret formation on the encoded secret. Such schemes are also called
sharing schemes [5] can be used with perfect secret sharing for this(k, ¢)-threshold schemes. Shamir’s scheme [18] is an example of a
purpose;andalsotorcheckifthersecretsharing was performed cor-(k, ¢)-threshold perfect secret sharing scheme, wkereq.
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Table 1: Computation times for Shamir's scheme (8 KB block) Table 2: Computation times for 8 KB block using Shamir’s

Prime (k,q) = (3,5) (k,q) = (6,10) with Feldman’s scheme (Feldman’s prime length = 1025 bits).
Length Sharing | Recovery|| Sharing | Recovery Prime (k,q) = (3,5) (k,q) = (6,10)
160 bits || 4.956 ms | 826 us || 14.87 ms | 1.446 ms Length || Sharing[ Recovery|| Sharing[ Recovery
512 bits 6.192ms | 1.290 ms || 20.00 ms | 2.064 ms 160 bits 2.461s | 2.616s 4.956s | 7.228s
1024 bits || 10.53 ms | 2.145ms || 34.65ms | 3.575 ms 512 bits 1.037 s 1.097 s 2.090s | 2.795s

1024 bits || 728 ms | 747.5ms || 1.464 s 1.809 s

In the next subsection, we describe Ito, Saito, and Nishizeki’s Table 3: Computation time for AES (CBC mode, 8 KB block).

share assignment scheme [10], which realizes any access structure | Key length [ Encryption [ Decryption |
using a(q, ¢)-threshold secret sharing scheme. 16 bytes 205 1S 205 us

. L . . 24 bytes 230 us 241 ps
3.2 Ito, Saito, and Nishizeki’'s Share Assign 32 bytes 582 1 571 s

ment Scheme

We describe Ito, Saito, and Nishizeki's share assignment scheme Shamir's scheme [18] is an example of a q)-threshold per-
[10] for a threshold access structure. Consider a sepafticipants fect secret sharing scheme, whére< ¢. Table 1 lists the time
{P1, P, ..., P.} such that anym + 1) participants can pool their  taken to compute shares (sharing), and the time taken to compute
shares to recover the encoded secret. For a secret sharing schente secret given enough shares (recovery), foB &B block of

realizing this access structure, first list the Setonsisting of all data using Shamir's scheme, for a selectio(kof;) values. Secret
possible combinations of: participants. sharing and recovery are done during writes and reads, respgctive
Thus,B = {Bi, Ba, ..., Bq}, whereg = (/" ). and their overheads are therefore important. For Shamir's scheme,

Next, encode the secret using @ ¢)-threshold secret sharing  since the computations are done modulo a priie size of this
scheme, wherg = (). Let the shares thus generated be denoted modulus is also a factor in the throughput measurements.

by s = {s1, s2,...,8q}, whereq = (f”). The set of shares as- There are two attacks possible when data is stored using secret
signed to participang, is given by the functioy(i) = {s;, P ¢ sharing techniques. One attack is by a faulty client that generates
Bj,1 < j < g}. Thus, each participant receivés;nl) shares, and inconsistent shares during writes, i.e., different subsetsstfares
each share is stored @t — m) participants. out of thegq shares will decode to different values. The other at-

For example, consider a set of four participants such that at leasttack is when a faulty server returns incorrect or arbitrary shares
three participants must pool their shares to find the encoded secretduring reads. Such attacks can be detected using verifiable secret
Thenr = 4, m = 2,andthe seB = {(P1, P»), (P1, Ps), (P1, P41), sharing schemes [5]. In such schemes, some common data (called
(P2, P3), (P, P1), (Ps, Py)}. Next, generaté shares of the secret  witnesses) for all the shares is computed by a client during writes
such that all six of them are needed to decode the secret. Denoteand sent to all the servers. Before storing the shares and the wit-

the six shares bys1, s2, s3, 54, 55, 6 }- nesses, the servers check the shares received against the gitnesse
From the share assignment functign and arrive at a consensus on the consistency of the shares. During
reads, a client will first determine the witnesses and check the va-
ParticipantP; gets shareésa, ss, s6), lidity of each share with the witnesses before proceeding to decode
ParticipantP, gets shareéss, s, s6), the sensitive data. Verifiable secret sharing schemes significantly
ParticipantP; gets shareési, s3, s5), increase the computation overheads during the secret sharing (en-
ParticipantP, gets shareésy, sz, s4). coding) and secret recovery (decoding) processes. A widely used

method for verifiable secret sharing is Feldman’s scheme [7]. Ta-
Thus, any two participants can pool their shares to find out only ble 2 gives the computation times during secret sharing and secret
five of the six shares. Without the knowledge of the sixth share, recovery of ar8 KB block of data when Feldman’s scheme is used
the encoded secret cannot be found out. Any three participants carWith Shamir's scheme.

pool their shares to find out all six shares needed to recover the For comparison purposes, the throughputs of the AES Rijndael
encoded secret. symmetric-key encryption algorithm are given in Table 3.

From Tables 1-3, itis clear that the computation times of Shamir's
scheme and Feldman’s scheme are far higher than those of symmetric-
4. COMPUTATION OVERHEAD OF PER- key encryption and, in fact, this performance is well below what
FECT SECRET SHARING SCHEMES is acceptable for modern data storage systems. The secret recov-

In this section, we show the high computation overhead of some &Y computation time for verifiable secret sharing are at [8a(s
well known secret sharing schemes, which is the main reason why imes slower than the Rijndael decryption times. The above anal-
such schemes are not widely used for distributed data storage. WeYS€S @lso indicate, in part, why perfect secret sharing techniques
contrast the computation overheads with that of the Rijndael (AES) Nave not been adopted for generic data to date. We reduce the com-
symmetric-key encryption algorithm to illustrate this point. We Putation overheads by using the following two mechanisms:
then show that XOR secret sharing combined with replication-and- . .
voting mechanisms has a computational overhead similar to thatMechanism1: Use a (g, q) perfect secret sharing schem@fhen
of Rijndael. All performance measurements reported in this pa- k =4 18, ‘:’}” the shares_ are needed to recover the secret, then
per were done on an Intel Pentium4 3GHz processor 2ithMB inconsistent” secret sharing is not possible. That is, thgre is no
RAM running Linux2.6.9. The MIRACL [1] library was used to ~ duestion of different subsets bfshares out of shares decoding to
implement all the cryptographic algorithms. In Section 8, we also different values because there is only one such subset, siace.

compare the communication overheads of the techniques developedi€nce. verifiable secret sharing schemes can be avoided. Further,
against encryption and secret sharing. a (g, q) perfect secret sharing scheme can be realized using sim-
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Table 4: Computation times for XOR sharing (8 KB block). Table 6: Secret sharing and recovery computation times for

[ (g,q) | Secretsharing Secret recoveny XOR secret sharing with voting (8 KB block, b = 3).
(,5) 333 us 35 45 [(q,9) | Secretsharind Secret recovery
(10, 10) 732 s 60 us (5,5) 333 us 235 us
(20,20) | 1.494ms 140 s (10, 10) 732 1iS 160 1is

(20,20) | 1.494ms 940 ps

Table 5: Computation times for voting out of 2b+1 responses to
determine a share of sizz_e 8 KB. Measurements reflect the best  Rijndael. In the rest of the paper, we describe in detail how XOR
case where there are no incorrect responses. secret sharing with replication-and-voting mechanisms can be com-

b 1 213|415 bined, and the benefits of this approach.
Computation Timegs) | 13.75 | 25 | 40 | 50 | 65

5. FAULT AND ADVERSARY MODEL

ple bit-wise XOR operations. If each data bit is thought of as a Since our data storage service must offer availability, integrity,
separate secret, then each share is a single bit and XOR qf the and confidentiality guarantees for the stored data, we identify the
shares (ox bits) gives the encoded secret bit. In practice, XOR following three types of server faults:

secret sharing can be implemented with word-wide operations for o Crash: A server is said to berashed if it stops performing
gfficiency. Table 4 lists the computat.ion times during secret shar- all computations and neither sends nor receives messages on
ing and secret recovery for a selection(gf ¢) values for XOR the network.

secret sharing. Note that XOR secret sharing is also a perfect se- ‘ ‘ . o

cret sharing scheme. The only constraint compared to the general e Byzantine: A Byzantine-faulty server can deviate arbitrarily

(k, ¢)-threshold scheme with < ¢ is that allq shares must be re- from its specified protocol. A Byzantine faulty server can
covered to reconstruct the secret. Compared with the computation also reveal the shares stored locally and its internal state to
times using Shamir’s scheme (Table 1), the computation times us- an adversary.

ing XOR secret sharing are much lower. e Leakage-only: A server is said to exhibit a leakage-only

fault if it can reveal its shares and state to an adversary, but

Mechanism 2: Use replication-and-voting to determine incor- executes its specified protocol faithfully.

rect shares during reads: To detect incorrect shares that may be
returned by malicious servers during reads, we propose that each The proposed fault model allows for direct reasoning about the
share is replicated at enough servers such that if at least a threshavailability, integrity, and confidentiality properties of the storage
old of servers return the same share during a read, then that share igervice. In availability attacks, such as Denial-of-Service attacks,
correct and can be used for the secret recovery computation. This isthe resources available for legitimate use of the service are con-
the traditional technique used for managing replicated data, which strained by, for example, limiting network bandwidth and by in-
we apply for each share. If the number of malicious servers is de- creasing server loads. Crash faults are a more severe form of at-
noted byb, then for each share at leg@b + 1) responses must  tack, where a server stops execution completely and permanently.
be received. The value returned by at le@st- 1) servers is the A storage service that can tolerate a high number of crash faults
correct value of the share being read. is also a highly-available storage service, and will be able to tol-
erate Denial-of-Service attacks to a greater degree. Integrity at-
Table 5 gives the computation times for determining each share tacks, in the storage service model we consider, can consist of ei-
from (2b + 1) responses, wherieis the number of possibly ma-  ther compromising servers and altering their behavior or compro-
licious servers. Note that the numbers are given for each share.mising servers and arbitrarily modifying the shares stored in them.
Hence, the computation time during secret recovery must now in- Such attacks are represented by Byzantine faults. Confidentiality
clude the product of the time taken to determine each share fromattacks can be launched only by compromising servers to obtain
(2b + 1) responses and the number of shares. The secret sharingsufficient shares, as we focus only on the share allocation problem
computation time will remain unchanged as no additional shares and not on actual protocols. These are modeled by Byzantine and
are generated. The secret sharing and recovery computation timegeakage-only faults.
for XOR secret sharing along with voting fer= 3 are shown in We use the threshold fault model for each of the three types of
Table 6. Compared with the computation times of verifiable secret faults. We assume that not more thaservers can crash, not more
sharing schemes (Table 2), the computation times of XOR secretthanb servers can be Byzantine-faulty, and not more thservers
sharing with voting are much lower, and are in the same order of can exhibit leakage-only faults.
magnitude as those of the Rijndael encryption algorithm (Table 3).
Summarizing, perfect secret sharing schemes can be used forg, COMBINING SECRET SHARING AND
fault-tolerant and secure distributed data storage by combining them
with verifiable secret sharing schemes. Using the computation la- REPLICATION
tency of Rijndael as the benchmark, we have shown that well known — Our approach for a fault tolerant and secure data storage service
verifiable secret sharing techniques such as the combination of Feldis to use perfect threshold secret sharing for data confidentiality,
man’s scheme with Shamir's scheme are too slow to be used forand to use replication-based mechanisms to manage each share for
large volumes of data. The computation overheads can be drasti-crash and Byzantine fault tolerance. We first describe a straight-
cally reduced by using instead@ q) perfect secret sharing scheme  forward method of using this approach, called direct approach,
(namely, XOR secret sharing) along with replication-and-voting and show that it suffers from requiring a large number of storage
mechanisms. The computation times are comparable to those ofservers. We then introduce ti@&idSharing framework, where a
tradeoff between the number of servers required and the storage
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trow1 O | | - - (L1
share sy share sy share sy
Row 2 [ m . .0
Secret share Sp share Sy share Sy
Sharing s - .
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Row
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Figure 1: The Direct Approach: Servers are arranged in a log-
ical grid having (I+b+1) rows, with at least (3b+c+1) servers in
each row. Secret sharing is done across rows, with a distinct
share assigned to each row. Shares are replicated along rows.

rowt O I O [ 13
SpS5Sg 84,555 S4,555¢ S4555¢ $4,55:5g
Row 2 Dn
Secret $5,83:Sg 55,5355 55,53 5g $2:83:8g S5,535¢
Sharing
rows IR I I 103
S1y$3|$5 S1,SS,55 S1,83,55 S1,83,Ss 31’53,55
rowr=4 [Ld I I 010
81,S2yS4 S1|32,S4 81,82,54 51,32,84 31,52,34

-——— ir =5 columns ———p»

—-4+— Replication ————»

Figure 2: The GridSharing framework: N servers are arranged

in a logical grid having r rows. Secret sharing is done across
rows, and shares are replicated along rows. Setup shown for N
=20,1=1,b=1, and c = 6. Note that each server holds 3 shares.

space needed at each server is achieved. This is a worthwhile tradeshares. We have overlooked the need for the use of timestamps

off because storage space is cheap.

6.1 The Direct Approach

which are common to all the shares. All the shares must be writ-
ten as part of a single write operation. The approach described is

just sufficient to derive a lower bound on the number of servers re-

quired to store each share. This lower bound will change based on

We are interested in designing a share allocation scheme giveny,e assumptions on the system model and the kind of read-write se-

N storage servers, where not more ttiagervers can be leakage-
only faulty, not more that servers can be Byzantine faulty, and
not more thare servers can crash. The direct solution to this is to
use &l +b+1,1+ b+ 1)-threshold perfect secret sharing scheme.
Each share is given to a distinct set:oervers. The setup can be
envisioned as thé&/ servers arranged in the form of a logical grid
with (I 4+ b + 1) rows andz columns, as shown in Figure 1.

mantics to be realized. The minimum number of servers needed to
maintain each share is the only point in the design of the framework
that is dependent on the choice of the replication protocol and its
underlying assumptions.

Thus, to toleraté leakage-only faultsh Byzantine faults, and
crash faults, at least + b+ 1)(3b+ ¢+ 1) servers are required for
this approach. Far= b = ¢ = 2, at least5 servers are required.

Servers in the same row store the same shares. Replication ofrp 1 is only up t06/45 = 13.3% servers can be faulty. This
shares is used to achieve crash and Byzantine fault tolerance. Datgg ineffilcient in terms of the number of storage servers required.

confidentiality is achieved using secret sharing. The secret sharingygwever. the storage blowup at each server is one, as the size of

is done across rows. Thug,+ b+ 1) rows are required, with each
share assigned to a distinct row. The compromise of (@ny b)
servers will give only up tql + b) shares to an adversary, but all
(I + b+ 1) shares are needed to recover the secret.

When secrets are read and written, the shares are read and writ-
ten using replication-based protocols. For the purposes of this and
subsequent analyses, we assume the following simple replication

protocol. To write a secref, the user generatés+ b + 1) shares
such that their bitwise-XOR gives the secftThe user writes to

each server its assigned share. Thus, in the example depicted in

Figure 1, the user will write to each server in ravthe shares;, to
each server in row the shares», and so on.

When the secret is to be read at a later time, the same user or a
different user will need to only contact some set of servers to read
all the shares. Consider how shateis read in our example. The
shares; is stored in rowl, which consists of: servers. The user
needs to contact onli2b+1) of these servers to determiag since
only a maximum ob servers can be Byzantine faulty. The share
returned by at leag + 1) servers must have been returned by at

least one server that is not Byzantine-faulty, and therefore should

be correct. The user must obtain at le@ét+ 1) responses to de-
termines1, but up to(c + b) servers can fail to return any response.

Assuming clients connect to the servers over an asynchronous net

must be written to at leag{2b + 1) + (¢ + b)) = 3b+c+ 1)
servers for reads to be successful in the presendeByfzantine
failures and: crash failures in the system.

Thus, each share must be stored on at I€st ¢ + 1) servers.
Thus,z = (3b+ c+ 1), which givesN > (I+b+1)(3b+c+1).
Note that the given description for writes and reads is only an

each share is the same as the size of the encoded secret. Also, the
bare minimum number of shares are generated, whi¢h-sb +

1). Thus, the computation times during secret sharing (writes) and
secret recovery (reads) at the clients are kept as small as possible.
In the next section, we describe ti&idSharing framework,
where we balance the strengths and the weakness dfréat ap-
proach. We tradeoff the number of storage servers required against
the storage blowup at each server and the total number of shares
generated for each secret.

6.2 The GridSharing Framework

Similar to thedirect approach, the GridSharing framework con-
sists of N servers, where not more thanservers can crash, not
more thanb servers can be Byzantine faulty, and not more than
[ servers can exhibit leakage-only faults. TNeservers are ar-
ranged in the form of a logical rectangular grid withows and®
columns, where for simplicity it is assumed th¥tis a multiple of
r. The arrangement is depicted in Figure 2.

Servers in the same row store the same shares. Thus, tolerance
to crash and Byzantine failures is achieved. Data confidentiality is
achieved using secret sharing. The secret sharing is done across
rows. Ito et al's [10] share assignment scheme is used to assign

shares to the rows. Thus, as per the terminology used in Sec-

&ion 3.2, ther rows are the: participants amongst which shares are

distributed. Since up tbservers can be leakage-only faulty (reveal
their shares to an adversary) and up tByzantine-faulty servers
can also do the same, shares from ufi teb) rows can be disclosed

to an adversary. From Section 3.2, é(]lib), (Zfrb))-threshold
perfect secret sharing scheme can be used to tol@rat®) faulty

approach fora possible replication=based protocol to manage theservers ir- rows.
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Figure 2 gives an example wheke = 20 servers are arranged in
a rectangular grid witlh = 4 rows. If it is necessary to tolerabe=
1 Byzantine fault and = 1 leakage-only fault, then &3), (5))
(6,6) XOR secret sharing scheme will have to be used. Assume a
secretS is encoded into six shargsi, s2, s3, s4, S5, S¢) such that
S = s51Bs2Bs3BsaBssPse. Thatis, each bitin the secréts the
XOR of the corresponding bits in the sharas sq, s3, s4, S5, S6-
Then according to the share assignment functiagiven in Sec-
tion 3.2,

Servers in rowl get share$su, ss, s¢),
Servers in row2 get sharegss, ss, se
Servers in row3 get sharegsi, ss, ss
Servers in row get sharegsi, sz, s4).

),
),
The choice of Ito et al's share assignment scheme is motivated by
the fact that each share is assigned to multiple rows. This is in line
with our principle of using replication of shares to achieve Byzan-
tine and crash fault tolerance. Note also that, as indihect ap-
proach, shares are replicated along rows. As argued in Section 6.1,
each share must be stored on at 1€as4-c+1) servers. In the pro-
posed framework, each share is assigne@ te (I + b)) rows, and
each row has’ servers. Thus, each share is store@rat(I+b)) &
servers, and this must be at leg%t + ¢ + 1). Thus,

(r—(l+b))g23b+c+1 1)
which gives
N(l+1b)
> - 7
"EN_—(Bbtctl) @

Inequality 2 gives the smallest number of rows possible for the

framework. Thusy can vary in the rang%%, N] . Also,

r must be greater thafi + b), otherwise a Byzantine fault or a
leakage-only fault in each row will give the adversary all the shares
to recover the encoded data. From Inequality 2, it is obvious that
the lower bound om is greater tharl + b).

For a givenl, b, ¢, andr, Inequality 1 can be rewritten as

> 3b+c+1

N> =

©)

to give a lower bound on the number of servé&fsequired. The
lower bound is minimized for a giveh b, andc whenr is at its
maximum value, which igV. Substitutingr = N in Inequality 3
gives the following requirement fa¥ for tolerating! leakage-only
faults,b Byzantine faults, and crash faults:

N>db+l+c+1 (4)

Thus, as the number of rowsis increased fronfl + b + 1) to
(4b + 1 + ¢ + 1), the minimum number of servers required will
decrease. When = (4b + [ + ¢ + 1), the smallest number of
servers needed to toleratdyzantine,c crash, and leakage-only
faults will be reached. For > (4b + [ 4 ¢ + 1), there will be
only one column, the number of serve¥swill be the same as the
number of rowsr, andN will increase withr.

7. PERFORMANCE ANALYSIS OF GRID-

SHARING

7.1 Performance Metrics

This section defines some performance metrics, whose relation
with the fault tolerance and security properties, andc, and the
number of rows-, will be described in this section.

min(N): is the minimum number of servers required for a
givenl, b, ¢, andr. This is given by the smalleg{ satisfying
Inequality 3, withN being a multiple of-.

#Shares The total number of shares generated per secret.

For the proposed framewor;Shares= (,,).

Storage Blowup Per Server is defined as the ratio of the
storage space taken at each server to the size of the data en-
coded. For the proposed framework, the storage blowup fac-
tor is (TJ;) Since we use the XOR secret sharing scheme,
the size of a share is the same as the size of the secret.

Secret Sharing and Secret Recovery Computation Times
The secret sharing computation time is the time taken to gen-
erate ¢+Shares) shares of éhKB block of data. The se-
cret recovery computation time is the sum of two compo-
nents. The first component is the time taken to determine
the correct #Shares) shares frorf2b + 1) responses for
each share, whereis the Byzantine fault tolerance thresh-
old. We assume the best case where there are no incorrect
servers when evaluating this component. The second com-
ponent is the time taken to compute the data block once the
correct ¢#Shares) shares have been determined. The size
of the data block and each share &r&B. The measure-
ments were taken on a Pentium4 3GHz computer R4t

MB RAM running Linux 2.6.9. All measurements were per-
formed in memory and involved no disk and network I/O.

7.2 Effect of Grid Dimension

For given security and fault tolerance threshdlds andc, the
performance metrics can be traded off against each other by varying
the number of rows. The secret sharing and recovery computation
times are dependent @aShares, which is dependent sand(l +
b). The smaller is, the fewer the number of shareg$hares), and
the lower the secret sharing and recovery computation times. But if
risincreased fronil+b+1) to (4b+1+c+1), from Inequality 3,
the minimum number of servers required will decrease. Thus,
affectsmin(N) and the computation times in opposing ways. For
Il =2,b=2,andc = 2, the tradeoff space is given in Table 7.

Table 7 shows that increasing the number of rodr®m (I+b+
1) reduces the minimum number of servers required for that con-
figuration while increasing the number of sharg§hares, needed
to store each secret. The storage capacity required at each server
thus increases with. Increasing#Shares will also increase the
computation overheads at the users during the secret sharing and
secret recovery processes. The practical rangei®thus limited
by the storage blowup and the computation overheads.

Whenr = 5, each row gets a distinct share (which is the
rect approach). The number of shareg{Shares) generated is min-
imum, and the computation times are small. Batservers are
required for this configuration. When= 7, the minimum number
of servers required is lowered by more than halfteservers. For
given fault tolerance and security thresholds, having fewer servers
implies that a higher percentage of faulty servers is tolerated. Hav-
ing fewer servers will also increase the manageability of the system.
On the other hand, the storage blowup at each server increases by
a factor of15. Since storage cost is cheap, this is a worthwhile
tradeoff. The computation times are also at acceptable values when
r = 7. Thus,r can be used to arrive at a suitable tradeoff point be-
tween the number of servers required, and the storage blowup and
the secret sharing and recovery computation overheads.
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Table 7: Effect of increasing number of rows r on performance whal=2,b=2,andc=2

. Storage Blowup Computation Time
r | min(N) | # Shares Per Server Secret Sharing | Secret Recovery
5 45 5 1 333 us 160 ps
6 30 15 5 1.103 ms 490 us
7 21 35 15 2.668 ms 1.150 ms
8 24 70 35 5.480 ms 3.020 ms
9 18 126 70 10.31 ms 6.276 ms

Table 8: Effect of increasing | on performance when b = 2, ¢ = 2, anchin(N) < 35 servers

. Storage Blowup Computation Time
L r | min(N) | # Shares Per Server Secret Sharing | Secret Recovery
1] 5 25 10 4 732 us 310 pus
2|6 30 15 5 1.103 ms 490 us
31 7 35 21 6 1.568 ms 706 ps
419 27 84 28 6.750 ms 4.084 ms
5| 10 30 120 36 9.675 ms 6.120 ms

7.3 Effectof Fault Thresholds Given N Servers 7.4 Effect of Fault Thresholds Given Restric-
In this section, we assume thzi data storage servers are avail- tionon Secret Recovery CompUtatlon Time

able, and investigate the relation between the fault tolerance and Since increasing, andb in particular, can lead to a substantial
security thresholdg, b, andc and the performance metrics. We increase in secret sharing and secret recovery computation times,
consider three cases. In each case, we fix two of the thresholdsas observed in Table 8 and Table 9, we remove the requirement of
at two servers, and increase the other threshold from one to five having only35 storage servers available, and instead impose the
servers. Tables 8, 9, and 10 show the three different cases. Forequirement that the secret recovery computation timé& #B of

each combination ofl, b, c), we fix the number of rows such that data must be less thain6 ms. The secret recovery computation
the secret recovery computation time is the smallest possible for thetime is important when reads are more frequent than writes, which
given configuration. Since the secret recovery computation time is often the case. A secret recovery computation timé.6fms
decreases with increasing for the given(l, b, ¢), r is set to the for 8 KB of data is approximately six and eight times slower than
smallest valuer( > M) such thatmin(V) is not more the decryption time using the Rijndael encryption algorithm for key

than35s servers. M@k sizes of32 bytes and 6 bytes respectively, as was shown in Table 3.

From Table 8, increasing the leakage-only fault threshtddds ~ Similar to Section 7.3, we consider three cases. In each case, we
to a tolerable increase in the storage blowup per server, while the fix two of the fault thresholds at two servers, and increase the other
secret sharing and recovery computation times become high for fault threshold from one to five servers. Tables 11, 12, and 13 show
1 > 4 servers. The effect of increasing the Byzantine fault threshold the three different cases. For each combinatiot/df, c), we fix
b, as shown in Table 9, has a more adverse effect on performance e number of rows: that gives the smallesin(.V) while main-

The storage blowup per server and the secret sharing and recovaining the secret recovery computation time to be less tttams.

ery computation times increase rapidly with increaginghus, to Restricting the secret recovery computation time limits the num-
achieve a very high performance with servers, only a relatively ~ Per of shares#Shares) generated, which in turn keeps the storage
small number of Byzantine failures can be tolerated. blowup at each server reasonable. In Table 11, the minimum num-

On the other hand, the framework can accomodate more crashPer of servers requiredi(in(/V)) shows a moderate increase with
failures without any substantial performance impact, as shown in increasing.. Whenl = 5 servers, a total o (I + b + c) servers
Table 10. Increasing the crash fault threshold from one to five OUt 0f45 servers are faulty. That is, up 20% of the servers can
servers leaves the performance metrics mostly unchanged. ThePe faulty (leakage-only, Byzantine, or crash), which should be ac-
storage blowup at each server is tolerable and the computation thrm)(@??table- In Table 12, the minimum number of servers required
puts are maintained at acceptable levels. min(N)) increases rapidly with the Byzantine fault threshold

The examples considered above demonstrate that the frameworkT NS, the proposed framework is suitable for tolerating a small
can tolerate crash failures with little performance impact, leakage- Number of Byzantine faults.
only faults with medium peformance impact, and a limited number [N Table 13, the computation throughputs and the storage blowup
of Byzantine faults. The maximum number of faults that can be tol- rémain the same with increasing crash fault threshdiat the ex-
erated is given by Equation 4. Thus, givéhservers, wheh = 2 ample c0n3|d§red. WitR1 servers, up to two crash faults are tol-
andc = 2, up to 24 leakage-only faults can be tolerated; when erated, and_ witl28 servers, up t& crash faults can be tolerated.

I = 2 andc = 2, up to7 Byzantine faults can be tolerated; and Note that with5 crash faults, a total df servers out o8 servers
when! = 2 andb = 2, up t024 crash faults can be tolerated. How- ~ Can be faulty. Thatis, up @2% of the servers can be faulty, which
ever, practical limits on the secret sharing and recovery computa- IS & standard property of replica management protocols that tolerate
tion times and the storage blowup at each server are a more sever&nly Byzantine faults. While in this example most of the faults are
restriction on the actual range of faults that can be tolerated. Notice ¢rash faults, the number of servers required is reasonable.

that, except for high values for the Byzantine fault threstolithe Thus, from Tables 11, 12, and 13, low secret recovery compu-
secret sharing and recovery computation times are much smallertation times can be achieved with acceptable requirements on the
than the figures given for.verifiable secret.sharing in Table 2. number of servers and the storage blowup at each server. As ob-
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Table 9: Effect of increasing b on performance when | = 2, ¢ = 2, anchin(N) < 35 servers

) Storage Blowup Computation Time
bl r | min(N) | # Shares Per Server Secret Sharing | Secret Recovery
1] 4 24 4 1 267 us 80 us
2| 6 30 15 5 1.103 ms 490 us
3| 8 32 56 21 4.315ms 2.740 ms
4 | 11 33 462 210 38.88 ms 37.41 ms
5| 16 32 11440 6435 3.104 sec 2.319 sec

Table 10: Effect of increasing c on performance when | =2, b = 2, ahmin(N) < 35 servers

. Storage Blowup Computation Time
¢ | r | min(N) | # Shares Per Server Secret Sharing | Secret Recovery
1]6 24 15 5 1.103 ms 490 ps
216 30 15 5 1.103 ms 490 ps
3|6 30 15 5 1.103 ms 490 ps
4|7 28 35 15 2.668 ms 1.150 ms
5|7 28 35 15 2.668 ms 1.150 ms

served in Section 7.3, the number of servers required for tolerating  For VSS, the number of servers required is odly= (3b +
crash and leakage-only faults is acceptable, while practical con- ¢ + 1)). A (3, 5)-threshold Shamir's scheme is used, because up
siderations will restrict the number of Byzantine faults that can be to two servers£ (I + b)) can leak shares to an adversary. The
tolerated. Note that, in all the analyses, the number of rows was write and read latencies of VSS are ov&mBx and 346x slower
manipulated to arrive at the optimum configuration. than those of encryption. The secret sharing and recovery compu-
tation overheads account for ov@8% of the total write and read
latencies. In GridSharing, the secret sharing and recovery com-
8. DISCUSSION putation overheads are decreased substantially, while the commu-
While theGridSharing framework aims to decrease the compu- nication overheads are increased. However, the overall write and
tation overheads incurred during secret sharing and recovery, theread latencies for GridSharing are still much less than that of VSS.
storage blowup at each server is increased, which increases thayhen the number of rows is set to7 in GridSharing, the write
communication overhead during reads and writes. Table 14 showsand read operations are over and 13x faster than that of VSS,
the computation and communication overheads during the secretrespectively. The number of servers required is only two more than
sharing (writes) and secret recovery (reads) processes foypenc  that of VSS, but the storage blowup at each servébisDecreas-
tion, verifiable secret sharing (VSS), and BedSharing frame- ing r in GridSharing decreases the read and write latencies and the
work when the fault thresholdsb, andc are all equal to one. storage blowup at the expense of requiring more storage servers.
The total time taken during a write operation is composed of Whenr = 3, the write and read latencies are comparable to those
three parts - the secret sharing operation, encryption of the sharesof encryption, but three times more storage servers are required.
to establish secure channels between the client and the servers, and The increased storage blowup in GridSharing should not be a
the communication time. Similarly, the total time taken during a limitation, as storage space is cheap. The fact that large amounts
read operation consists of the communication time in getting the of inexpensive, surplus storage are available has been exploited in
required number of shares, decrypting the shares from the secureother applications, such as in [19], where the surplus storage space
channels, and then recovering the secret. For the communicationis used to store different versions of objects for subsequent intru-
time, it is assumed that the network bandwidth between the client sion diagnosis and recovery.
and the servers i$00 Mbps. Note that our read / write proto- Finally, we would like to note that the communication over-
col is a very simple one where a client writes to all servers and heads when using replication-based protocols can be reduced using
reads from the required number of servers. Timestamps and the us&ther techniques. In [12], the use of cryptographic hashes when
of Message Authentication Codes for providing message integrity reading replicated data has been shown to significantly reduce the
during communication have been overlooked. It is also assumedread latency. [21] investigates the tradeoff between computation
that the client reliably gives each server its share(s) during writes, and communication overheads for several lossless compression al-
thus eliminating the need to implement a reliable broadcast proto- gorithms. Cryptographic hashes and compression algorithms re-
col. The figures given serve only to compare between GridShar- duce communication overheads while increasing the computation
ing, verifiable secret sharing schemes (namely, the combination of overheads, which reinforces the need for reducing the computation
Shamir's and Feldman’s scheme), and encryption. overheads during the secret sharing and recovery processes.
The figures given for encryption do not take into account the
overheads due to the storage and retrieval of cryptographic keys.9. CONCLUSION
The encrypted data need not be re-encrypted to achieve secure chan
nels. The read and write latencies are thus very small. Only the L . :
- . fault tolerant data storage service in collaborative work environ-
minimum number of servers{ (3b+ ¢+ 1)) are required, and the ts. Kev highliahts of our work are:
storage blowup at each server is one. Data storage using encryption[nen S- ey highlights ot our work are-
and-replication is hence an attractive option when performance is e Perfect secret sharing schemes provide stronger security than
critical. However, as argued in Section 1, the security of the scheme encryption-based techniques, and facilitate easier sharing of
reliesron'the secure maintenance of the'cryptographic keys. data in collaborative work environments.

This paper presents a novel approach for realizing a secure and
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Table 11: Effect of increasing | on performance when b = 2, ¢ = 2, ahsecret recovery computation time< 1.6 ms

Storage Blowup

Computation Time

L1 | min(N) | # Shares Per Server Secret Sharing | Secret Recovery
1]6 18 20 10 1.494 ms 640 us
217 21 35 15 2.668 ms 1.150 ms
37 35 21 6 1.568 ms 706 us
418 40 28 7 2.109 ms 928 us
519 45 36 8 2.742 ms 1.196 ms

Table 12: Effect of increasing b on performance when =2, ¢

= 2, ahsecret recovery computation time< 1.6 ms

Storage Blowup

Computation Time

b | r | min(N) | # Shares Per Server Secret Sharing | Secret Recovery
116 12 20 10 1.494 ms 415 us
2|7 21 35 15 2.668 ms 1.150 ms
3|7 42 21 6 1.568 ms 1.02 ms
4|8 64 28 7 2.109 ms 1.60 ms
518 144 8 1 592 us 576 us

o \erifiable secret sharing schemes are typically used with per-
fect secret sharing schemes to achieve Byzantine fault toler-
ance. We show that verifiable secret sharing schemes incur

be achieved at the expense of requiring a greater number of
storage servers.

substantial computation overheads, and are much slowerthan]). REFERENCES
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